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Malware Triage!
Making Sense of Malware With a Browser 

and a Notepad
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WARNING!
We use real malware and real exploits in 

the workshops. These have been 
specifically designed to NOT harm your 
workstation even if you make a mistake.

 However, your Anti-Virus and your 
employer probably don’t know the 

difference. Use your own judgement. 



Malware?
01101101 01100001 01101100 01110111 
01100001 01110010 01100101 00100000 

Malware is just code!

01101001 01110011 00100000 01100011 
01101111 01100100 01100101 00100000



Malware Triage

Is it  
malicious?

What is it  
exploiting?

Do we have  
exposure?

Suspicious 
URL

Suspicious 
E-mail

Intel feed



Effective Triage is Not Analysis

Triage is effective when 
malware has been detected 

in the delivery phase. 

Quick way to answer 
“Do I have exposure?”

“If yes, then what next?”

(Lockheed Martin’s Intrusion Kill Chain) 



Toolbelt

Notepad 
(with find/replace) Web Browser Internet Access



Crowdsource!
urlQuery



OPSEC Warning!

By using these tools you will be sharing data with an 
unknown third party and in some cases with the entire 
internet.



The Scenario

http://cdn.tequilacritico.net:16122/archive/stargalaxy.php?nebula=3

http://cdn.tequilacritico.net:16122/archive/stargalaxy.php?nebula=3


Triage Workflow

Passive 
analysis 

Initial 
interaction 

and 
download

Web 
component 

analysis

Exploit 
Analysis

Payload 
extraction

Payload 
analysis Build IOCs



VirusTotal 

BlueCoat Web Pulse 

Passive Total 

Domain Tools 

Passive Analysis











You can’t shouldn’t fake 
reputation.



UserAgentString 

Online Curl 

URL Query 

JS Beautify  

Initial Interaction











DO IT LIVE!



Make sure you can access the following tools: 

http://www.useragentstring.com/ 

http://onlinecurl.com/ or http://hurl.it 

http://urlquery.net/ 

Collect a sample of  the exploit using CURL with your user agent. 

Make sure you copied the response to your notepad. 

Try to get URLQuery to analyze the URL: 

This may be very slow or not work at all… try searching for the URL on URLQuery instead.

10 MINUTES

http://www.useragentstring.com/
http://onlinecurl.com/
http://hurl.it
http://urlquery.net/


Briefing



Chapman Online JS Interpreter 

JS Beautify 

Web Browser 

Base64Decode 

Web Component 
Analysis















Ad Blocked

Ad Blocked



TIPS!



TIPS!



DO IT LIVE!



Make sure you can access the following tools: 

http://jsbeautifier.org/ 

https://www.base64decode.org/ 

Use the Javascript interpreter and JSBeutifier to decode the downloaded HTML and Javascript. 

TIPS: 

• First identify the JS in the HTML by beautifying what you downloaded 

• Copy the JS into the interpreter and replace all eval() and document.write functions with 
writeln() 

• Beautify the output from the JS…

20 MINUTES

http://jsbeautifier.org/
https://www.base64decode.org/


Briefing



VirusTotal 

Metasploit Git (Google) 

ShowMyCode 

IDEOne 

Notepad

Exploit Analysis







Ad Blocked

Ad Blocked



Ad Blocked

Ad Blocked













IDEOne 

Web Browser 

Virus Total 

Payload Extraction



Ad Blocked

Ad Blocked





TIPS!



DO IT LIVE!



Make sure you can access the following tools: 

https://www.virustotal.com/  

http://www.showmycode.com/ 

http://ideone.com/ 

https://github.com/rapid7/metasploit-framework 

Upload the exploit to VirusTotal and see what it says. 

Use ShowMyCode to decompile exploit and IDEOne to run decompiled code and de-obfuscate it. 

Search around on Metasploit’s GitHub and see if  you can identify the exploit. 

Can you download the payload?

20 MINUTES

https://www.virustotal.com/
http://www.showmycode.com/
http://ideone.com/
https://github.com/rapid7/metasploit-framework


Briefing



Virus Total 

Malwr 

Payload Analysis















DO IT LIVE!



Make sure you can access the following tools: 

https://www.virustotal.com/  

https://malwr.com/ 

Upload the payload to VirusTotal and see what it says. 

Upload the payload to Malwr and review the sandbox results. 

Use the results from the above tools to build a list of  unique attributes 
for the malware that may be used as indicators.

10 MINUTES

https://www.virustotal.com/
https://malwr.com/


Briefing



TotalHash 

Malwr 

YaraGenerator 

IOCBucket 

Build IOCs





Analysis Discovery Development 





























DO IT LIVE!



Register a free account for the following tools (if  you haven’t already): 

https://yaragenerator.com/ 

https://www.iocbucket.com 

https://www.virustotal.com/  

https://malwr.com/ 

Make sure you can access the following tools: 

http://totalhash.com/ 

Use the indicators you identified to search for related malware samples on TotalHash and Malwr. 

Generate an IOC stub from your malware analysis on VirusTotal. 

Edit the IOC to make it general enough to match the other related samples that you identified above. 

NOTE: OpenIOC uses the term ‘Process Handle’ for Mutex 

20 MINUTES

https://yaragenerator.com/
https://www.iocbucket.com
https://www.virustotal.com/
https://malwr.com/
http://totalhash.com/


Briefing



Close Feedback Loop

Upload samples. 

Leave comments. 

Join a trust group. 

Blog your analysis.



Image Attribution
• Email designed by <a href="http://www.thenounproject.com/saleshenrique">Henrique Sales</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Browser designed by <a href="http://www.thenounproject.com/KW351">Kwesi Phillips</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Handshake designed by <a href="http://www.thenounproject.com/Deadtype">DEADTYPE</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Gears designed by <a href="http://www.thenounproject.com/rebwal">Rebecca Walthall</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Magnifying Glass designed by <a href="http://www.thenounproject.com/edward">Edward Boatman</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Warning designed by <a href="http://www.thenounproject.com/swiffermuis">Melissa Holterman</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Plus designed by <a href="http://www.thenounproject.com/alex.s.lakas">Alex S. Lakas</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Notepad designed by <a href="http://www.thenounproject.com/lemonliu">Lemon Liu</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Browser designed by <a href="http://www.thenounproject.com/esteves_emerick">Adriano Emerick</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• “Bill O’reilly Flips Out (Do it Live!!!!!11) [DiscoTech RMX]”, http://www.youtube.com/user/morevidznow/about   

• No designed by <a href="http://www.thenounproject.com/PixelatorNyc">Alex Dee</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Sad designed by <a href="http://www.thenounproject.com/dys">Brian Dys Sahagun</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Surveillance designed by <a href="http://www.thenounproject.com/Luis">Luis Prado</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Download designed by <a href="http://www.thenounproject.com/jsearfoss">Jonathan Searfoss</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Analysis designed by <a href="http://www.thenounproject.com/ChrisHolm">Christopher Holm-Hansen</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Js File designed by <a href="http://www.thenounproject.com/useiconic.com">useiconic.com</a> from the <a href="http://www.thenounproject.com">Noun Project</a> 

• Bug designed by <a href="http://www.thenounproject.com/matt.crum">Matt Crum</a> from the <a href="http://www.thenounproject.com">Noun Project</a>

http://www.youtube.com/user/morevidznow/about


One More Thing…



One More Thing…



One More Thing…

https://www.circl.lu/services/misp-
malware-information-sharing-platform 


